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To mitigate this vulnerability for affected F5 products, you should restrict management access to only trusted users and devices over a secure network. For more information

about securing access to BIG-IP systems, refer to the following articles:

* K13092: Overview of securing access to the BIG-IP system
» K46122561: Restricting access to the management interface using network firewall rules

» K69354049: Restricting access to the BIG-IP management interface for Configuration utility and iControl REST services using iptables
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Supplemental Information

* K41942608: Overview of security advisory articles
» K4602: Overview of the F5 security vulnerability response policy
» K4918: Overview of the F5 critical issue hotfix policy
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» K13123: Managing BIG-IP product hotfixes (11.x - 17.x)

« K167: Downloading software and firmware from F5

» K9970: Subscribing to email notifications regarding F5 products

» K9957: Creating a custom RSS feed to view new and updated documents
« K44525501: Overview of BIG-IP data plane and control plane
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